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ABSTRACT

Chaos functions have mainly used to develop mathematicd
models of nonlinea systems. They have dtraded the dtention
of many mathematicians owing to their extremely sensitive
nature to initial conditions and their immense gplicability to
problems of daily life. In this paper we investigate the utility of
such functions in symmetric key cryptography for seare
communicaions. An algorithm using one of the simplest
chaotic functions f(x)=4*x*(1-x) is proposed. The dgorithm is
compared with the DES agorithm which has by far been the
most widely used standard for symmetric key cryptography.
The dgorithm is proved to be much more seaure than the DES
agorithm. However it has a higher computation cost. Pradicd
appli cations of the dgorithm are dso suggested.

1. INTRODUCTION

Most of the reseach work at present on symmetric key
cryptography concentrates on Hock based algorithms in which
blocks of messages are subjeded to numerous rounds of
computation with the help of a single or multiple keys. Such
agorithms are mainly based onthe DES algorithm which beas
a 56-hit key on 64hit blocks with 16 rounds of key dependent
computation[4]. But with ever increasing computation speedls ,
such agorithms have beaome more and more susceptible. With
current computational resources avail able ahadker can try each
of the 2°° keys possble in the DES algorithm in just a matter of
48 hours and thus crad the encrypted message. It is therefore
no longer seaure to use asingle key to encrypt dl data. The
obvious lution is to use multiple keys , a different key for
encrypting eat block of data. But this has pradicd limitations
, as dl the multiple sets of keys have to maintained at both the
sending and the receving ends. Also the number of multiple
keys unless extremely large in number will not pose ay
challenge to the hadker who we asaume has unlimited resources
a his disposal. Another solution is to generate one-time pads
for encryption with the help of a single key and various
chaining agorithms. But since encryption algorithms are
publictly known , the @ove procedure aiticdly depends on the
seaurity of the single key.

The idea of using mathematicd functions for generating
multiple keys or one time pads has been largely unexplored.
Some such functions are suggested in [1]. However simple
mathematicd functions are not sufficient . It is always assumed
that the dgorithm for encryption is public which means that the
function to generate the multi ple keysis known to the hadker as
well. This means that once the hadker is able to discover one
key , he immediately has accessto al the other keys. This is
where daotic functions can play a major role. In this paper an
agorithm using the chaotic function f(x)=4*x*(1-x) is explored
to generate multi ple keys for symmetric key cryptography. The
encryption step proposed in the dgorithm consists of just a
simple XOR operation which should be sufficient unlessthere
is a known ciphertext-plaintext attack. Therefore if felt
necessary the multi ple keys generated can always be gplied in
the DES algorithm, its various modified versions and other

block based agorithms which are available in the market
currently. Also various complex chaos functions like Lorentz
equations , Well Oscill ator equations and Julia Sets or other
fractal equations can be gplied to generate multiple keys. A
mathematica analysis of the @ove functions can be found in

2.

This paper is gructure & follows. The properties of chaos
functions and the function f(x)=4*x*(1-x) in particular is
discused in sedion Il. We propose the dgorithm for
generating the multi ple keys and implementing it in symmetric
key cryptography in sedion Ill. Sedion IV evauates this
agorithm. SedionV presents the anclusions and the scope for
futhur work in this area

2. CHAOSFUNCTIONS

Chaotic functions which were first studied in the 1960's sow
numerous interesting properties. The iterative values generated
from such functions are ampletely random in nature dthough
limited between bounds. The iterative values are never seen to
converge after any value of iterations. However the most
fascinating asped of these functions is their extreme
sengitiveness to initial conditions. For example even if the
initial start value of iterations is aubjeded to a disturbance &
small as 101%° iterative values generated after some number of
iterations are completely different from each ather. It is this
extreme sensitivity to the initial conditions that make caotic
functions very important for applicaionsin cryptography.

One of the simplest chaos functions that has been studied in
recent times is the function f(x)=p*x*(1-x) which is bounded
for the limits O<p<4. This function can be written in iterative
form as Xp1=p*X,*(1-x,) with X, as the starting value. A
thorough treament and anaysis of this function can be found
in [3]. In this paper some of the important properties of this
function that are of relevance ae described.
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Figure 1: The" bifurcation diagram for the function
f(X)=p*x*(1-x)

Figure 1 shows the "bifurcation diagram”[3] of this function.
This is a plot of the parameter ‘p’ with the values that are
obtained after some number of iterations. For 0<p<3 , the
function is seen to converge to a particular value dter some
number of iterations . As p is increased to just greder than 3
the airve splits into 2 branches. The values generated by this
function nav oscill ate between two dfferent values. As the
parameter 'p' is furthur incressed , the airves bifurcate ajain



and now the oscill ations are seen in between 4 values. As'p' is
furthur increese the bifurcations become faster and faster , 8, 16
then 32 Beyond a cetain value of 'p' known as the "point of
acaimulation® periodicity gives way to complete chaos. Thisis
foundfor p>3.57. The chaos values generated at this point are
seen to berestricted to two dff erent bounds. Asthe value of 'p'
is furthur increased the two bounds give way to a single bound.
Also the range between which chaos values are yielded
increases constantly as the value of 'p' is increased. Finaly for
p=4 , we observe that chaos values are generated in the
complete range of 0 to 1 It is this point that we ae interested
in. Therefore the caos function that we investigate for
applicaions in genaration multiple keys and ore time pads for
symmetric key encryption in this paper is 4*x* (1-x) .

As mentioned ealier ,a dight differencein the initial starting
value i.e X, leads to substantial difference in the obtained
iterative values.This is tabulated in Table 1. For an error as
small as the order of 10%° we adieve differences of greaer
than 00625 after abou 100 iterations. The divergence of
obtained chaos values for just a small disturbance in the initial
start can be seen much more dealy in Figure 2. Theinitia start
is given a perturbation o the order of 10°° and a differenceis
observed in iterative values after 100iterations.

Error in the starting value Iteration number after which
differencein values > 0.0625

1E-02 5

1E-05 14
1E-10 26
1E-15 42
1E-19 59
1E-30 99

Table 1: Differencein achieved iterative valuesfor error in
start values
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Figure 2: Iterative values obtained for two different starts

Also this function is ®en to be so senstive that two
cdculating machines which round df fradions after different
places of dedmal will yield dfferent chaos values after a
certain number of iterations. Thisis shown in Figure 3 where a
cdculating machine rounding off after 35 pdaces of deamal
yields different values than a cdculating machine rounding off
after 50 paces of dedmal after abou 125 iterations.The
complete randomness of chaos functions is siown in Figure 4.
The iterative values obtained from iteration number 100 to
iteration number 200 with x, = 0.83 are plotted. As is ®a

values lie in the region of 0 to 1 qute uniformly and no two
values are same.

Analysis of accuracy to different decimal points

1 25 49 73 97 121145169193217 241265289
lteration number

Iterative values generated by calculating
machines rounding off after different places of decimal

Figure 3:

Scattered values gener ated by chaos function
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Figure 4: Chaos functions generated by the chaos function
4*x* (1-x)between iterations nos. 100 and 200(x, = 0.83)

3. GENERATION OF MULTIPLE KEYSAND ONE
TIME PADS

For applicaion of the aove function for generating multiple

keys for symmetric aryptography, it is proposed that the values

yielded by the chaos function be cnverted to hinary fradions

whose first 64 hits are taken to generate PN sequences. These

64 bt PN sequences can be then used as keys. For this, the

foll owing threefactors have to befirst dedded::

)] The starting value for the iterations (xo) ,

i) The number for dedmal places of the mantissa that
are to be supported by the caculating machine and

iii) The number of iterations after which the first value
can be picked for generating keys.

iv) The number of iterations to be maintained between
two picked values theredter.

We discussthe foll owing parameters one by one.

3.1 Starting value

The start value (Xg) shoud be so chosen that the PN sequences
finally yielded are remarkably distinct from each ather. To find
the starting value , an idea of the the degree of similarity
between PN sequences that will be finally generated by the



yielded iterative values is needed to be found aut. For this a
similarity function measure is proposed. Let the two PN
sequences (non-return to zero) be represented as p;[n] and p,[N]
in discrete time domain. The simil arity functionis defined as:-

p=64 m=64
S= Max Z py[m] * p,[(m+p) mod 64]
p=0 m=0

The @ove similarity function gives us the worst case
similarity between two generated PN sequences. It first
evaluates the extent to which two given dscrete time sequences
are similar by multi plying them. Let the result be cdled 'Ry'. In
case the two sequences are ompletely similar , 'Ry’ shall be 64
, while if they are orthogona to ead other 'Ry’ shal be -64.
One of the sequences is now rotated around by one bit. (if the
sequence was earlier "1010...001" it shal now be
"11010....00"). Ry is now cdculated by rotating this ssquence
with the other sequence R,, Rs ...... Rgs are cdculated by
repeding the dove steps 64 times after which the sequence has
been rotated around once The maximum of the values Ry, R;
.... Rgz is returned as the similarity function as the similarity
measure between the two sequences. The @ove worst case
analysis is very important as it is important that the PN
sequences generated shoud be such that even the subparts of
the sequences sould be as distinct from each ather as possble.

The maximum of the similarity values for any two PN-
sequence pairs out of a given set of PN sequences is defined as
the mmonnessvalue 'C'. The measure of 'C' gives us an idea
of how close the generated PN sequences are to ead ather in
worst case analysis.

To find the best possble starting value the following course is
adopted. The iterative values generated between the 100" and
200" iterations for a start value ae wnverted into PN
sequences and the commonness value is cdculated. This is
dore for start values gacal at 0.001 from each aher. The
above process $ould gve arough idea on the degree of
randamnness of the generated PN sequences. A plot is shown
in Figure 5.

Figure 5 ::Commonness values for different starting value
for the spaced at differences of 0.001
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It can be observed that the commonness value peéks in the
case of some starting points ( 0.123 , 0.250 , 0.358 , 0.5,
0.75,1.0 ) Thseshoud be avoided as the commonnress value
pe&ks a these points. The value of 'C' for other points are
nealy the same, the least value of 26 is ohtained for the
following points: 0.197 , 0.293, 0.342 etc.

Any of these points can be used as a possble start value.

3.2 No. of decimal places

This purely depends on the degree of seaurity required for the
system. It can be seen from Table 1 that a difference of the
order of 10 in the start value leads to difference in iterative
values after 99 iterations. An order of sensitivity of 10%° means
that we can have 10°° start values between 0 and 1 Each start
value can be used as a key to derive the multiple PN sequences
from the chaos function. Also a sensitivity of 10%° in the
system means that the caculating machine must be supporting
upto 30 pdnts of dedmal. Therefore the number of dedmal
places to be supported depends purely on the seaurity that we
desire in the system.

3.3 No of iterations

For seaurity in the system we must ensure that two succesive
values are & different as posshle. For this a tolerance margin
of 0.0625 is proposed as squences that are different from each
other by at least this amourt will have adifference after the
third MSB. Therefore before picking up chaos values for
generating multiple keys , one must wait for the number of
iterations which will ensure that two values yielded are & least
separated by 0.0625. For example, from Table 1 we get that for
an order of sensitivity of 103, one must wait for 99 iterations
before starting to pick values.

3.4 No. of iterations of separation

In determining this , we would like to ensure that even if a
potential hacker can get an ideaof the PN sequence that was
employed as akey , he should na be ale to cdculate the other
keys with the knowledge of the chaos function and the number
of dedmal places suppated by the cdculating machine.

In the ove mentioned algorithm the PN sequenceisan
approximation d the adual value that was generated by the
chaos function to an order of 64 Lts. This implies that if a
potential hadker is able to get hold of one such key that was
used for encryption o the data , he will be @leto get the chaos
value to an approximation d the order of 10° (2% = 109
Therefore sufficient number of iterations sould be dlowed to
elapse so that adifferenceof 10° causes sufficient deviationin
the chaos values. From Table 1, we get the value to be 59 .
Therefore one must wait for 59 iterations before the next chaos
valueis picked up to be mnverted into aPN sequence
As can be oncluded from the above , the number of iterations
one has to wait for completely depends on the length of the PN
sequence that one enploys. In case 32 Kt coding is chosen
instead of 64-bit coding , the number of iterations one has to
wait for reduces to 26 which leals to 52iterations for a 64 bit
block. However a 32-bit coding also implies a much lessr
range of keys posdble for encoding. Therefore the choice of 32
or 64 hit coding will depend an the nature of seaurity required
to the anourt of computational overhead oreis able to bea.

3.5 Algorithm

For an average seaurity requirement the following parameters
are suggested for the function f(x)=4*x*(1-x) to develop
multi ple keys

(i)Sensiti vity of the system:10°°

(ii)Start value(key):: 0.197

(iii )No. of digits to be supported by the cdculating madhine ::
35(5as margin)

(iv)First iteration to be mnsidered::100"



(v) No. of iterations of separation::59
(vi)Bit length of Key::64 hts

Encryption will i nvolve an XOR operation d a generated key
with a 64-bit block of data to produce a64 Lt encrypted
message. Deayption will involve an XOR operation d the
encrypted bock with the 64-bit key. Therefore the @ove
mentioned parameters need to be known at both the source and
the destination ends.

For supporting upto 35 places of dedma the following data
type is proposed acording to the |IEEE floating point number
representation.

Sign bit(1) Mantissa (105 hits) Exponent(7)

The @&ove parameters are just proposas. If one is willing to
bea the computational overhead , he can choose the sensitivity
of the system to be of the order of 10°°° which means that there
are 10°° different start keys that are possble. But to pick the
first iterative value it is needed to wait for about 1000 iterations
which will incresse the mputational burden and the
computational time of the system. Thus the sensitivity of the
system can be ajusted with the required degree of seaurity at
the st of the mmputational overhead.

4. EVALUATION

The cief merit of the dove dgorithm is that the key (starting
value) is analog in nature while in ather block base encryption
agorithms like the DES , the key is a fixed length PN
sequence The multiple keys generated by the dgorithm are
expeded to be ompletely random and ron deterministic in
nature . Also as outlined ealier , even if a potential hadker is
able to get hold of one key , he doesn't have access to any other
key.

To explain the seaurity of the algorithm , a hader's approach
to cradk a message encrypted by this algorithm is presented
here. Sincethe 64 - bit sequences are mmpletely different from
ead other , it is computationaly infeasible for the hader to
guesseat and every key used. The only feasible methodis to
try out al the different start values. For the dgorithm that has
been presented , there ae 10° start values. Also the number of
dedma places supported by the cdculating machine is
between 30and 100 and the first value of the start iteration can
be anything between 100and 1000. The number of iterations
between any two successve picks also ranges from 60 to
typicdly 500. All these parameters will cause an effective

burden of roughly of the order of 10" to the hadker. Therefore
the number of tries one must make to crack the dgorithm is
roughly of the order of 10 . The ove is much higher than
the orresponding value for the DES algorithm which is 10™°.
However the chief demerit of the dgorithm is the amnourt of
computational time that one hasto spend to encrypt a message.
For example in the éove dgorithm to encrypt every 64 bits ,
one hasto generate 60 iterative values and then covert the value
picked into a 64 hit PN sequence Also a 113 hit data structure
to generate the chaos values demands a lot of computational
resources. This might make the dgorithm unsuitable for any
red time gpli caions. However for encryption d very sensitive
information where delay might be a secndary factor , the
agorithm might prove to be useful. Suggested appli caions of
the &ove dgorithm is in banking systems , financia
transadions through the internet and milit ary applicaions.

5. CONCLUSION

An agorithm using a simple daos function to generate
multiple keys for use in symmetric key cryptography is
presented in the paper. The dgorithm is sown to provide a
high degree of seaurity but requiring lot of computationa
resources and computational time. Use of other chaos functions
like Lorentz Equations , Well Oscill ator equations and Julia
Sets can be experimented with for symmetric aryptography on
the @ovelines.
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